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Abstract Recommender systems enable merchants to assist
customers in finding products that best satisfy their needs.
Unfortunately, current recommender systems suffer from
various privacy-protection vulnerabilities. Customers should
be able to keep private their personal information, includ-
ing their buying preferences, and they should not be tracked
against their will. The commercial interests of merchants
should also be protected by allowing them to make accurate
recommendations without revealing legitimately compiled
valuable information to third parties. We introduce a theoret-
ical approach for a system called ALAMBIC, which achieves
the above privacy-protection objectives in a hybrid recom-
mender system that combines content-based, demographic
and collaborative filtering techniques. Our system splits cus-
tomer data between the merchant and a semi-trusted third
party, so that neither can derive sensitive information from
their share alone. Therefore, the system could only be sub-
verted by a coalition between these two parties.

Keywords privacy protection - recommender system -
secure two-party computation - semi-trusted third party -
Web personalization

1 Introduction

During the industrial revolution, judge Thomas Cooley [26]
defined privacy as being “the right to be let alone”. Since
then, this definition gradually evolved to take into account
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other changes in the World, in particular those relating to
new technologies. For instance, Westin [75] defined privacy
as the claim of individuals to determine what information
about themselves is known to others, as well as when and
how it is used. That definition, which is still current, means
that each individual must be the master of his person and
of the data that he considers private. In the context of e-
commerce, it is important to know how to classify data as
private or not. Indeed, the concept of privacy is relative in
the sense that what is private for one person is not neces-
sarily private for another [30]. In addition, it is important to
investigate how to preserve privacy about individuals, while
taking into account the classification that they made for their
data. If classification can be taken care of relatively easily by
the customer himself, privacy preservation is far more diffi-
cult. In fact, apart from customers, privacy preservation re-
lies on the good faith of individuals and organizations that
gather data on these customers in an open electronic envi-
ronment such as the Internet.

Web personalization is an Internet technique for adapt-
ing websites to individuals [64,58,61,53,45,59,38,70,13,
32,72, etc.]. To quote the Preface of [52], “The actions can
range from simply making the presentation more pleasing to
anticipating the needs of a user and providing customized
and relevant information”. In the case of electronic com-
merce, web personalization is also used to match products
(goods and services) as well as advertising content to cus-
tomers. In general, it is based on the user profile, which
summarizes what the website knows about the individual
user. This profile includes the user’s demographic infor-
mation, interests, preferences, purchase records, navigation
behaviour, etc. There exist several ways to compile user pro-
files [72]: First, information can be solicited directly from
the user through a questionnaire or an interview. Second, the
website can observe what the user is doing online. This can
be done, for instance, through the use of cookies, spyware or
web bugs [17]. Third, user profiles can be generated through
marketing research, using techniques such as data mining.
In the case of electronic commerce, profiles can also be
built based on what customers have bought in the past (pur-
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chase patterns), a technique widely used by Amazon.com
for instance.

These different approaches should consider “the size and
the heterogeneous nature of the data itself, as well as the dy-
namic nature of user interactions with the Web” [52]. In ad-
dition, user modelling [7], which consists in the construction
of computer-based models for handling a user’s mental ac-
tivities and behaviour, captures and manages his attitude in
the past (if any), as well as what can occur in his mind when
he faces the website. Finally, recommender systems make in-
ferences from data provided by users on other issues or by
analysing similar users [68]. In other words, recommender
systems used on the Web are a special case of the general
problem of Web personalization.

In e-commerce, recommender systems allow entities
providing goods or services to guide the choices made by
potential customers. The recommendation can be issued by
the merchant who sells the goods or services themselves or
by intermediary brokers, but we shall henceforth use the
generic term merchant to refer to the entity operating the
recommender system. Similarly, we use the generic term
product to refer to any item offered by the merchant, whether
it be a digital or physical good, or a service to be provided.

Recommender systems have been the subject of much
research. In the seventies, the stress was laid on informa-
tion retrieval in which some terms were searched inside the
documents. In the eighties, information filtering was intro-
duced with the comparison of some characteristics versus
documents. Then came in the nineties content-based filtering
(characteristics versus artefacts) and collaborative filtering
(users versus documents). Nowadays, this evolution has led
to hybrid recommender systems in which several algorithms
are designed to efficiently output product recommendations
to the customers. We review some of the basic principles in
Section 2.

One major drawback of recommender systems, however,
is that in order to obtain accurate recommendations, cus-
tomers often have to reveal to the merchant information
that they may consider private, such as their identity, demo-
graphic characteristics, previous buying behaviour, etc. On
the other hand, potential privacy-preservation solutions to
this problem should not be at the expense of the merchant’s
interests. In particular, the ability to make good recommen-
dations might provide a competitive advantage that must be
protected. Furthermore, the catalogue itself could have in
some cases intrinsic commercial value. In both cases, the
merchant should be able to protect its interests from com-
petitors, and in particular from those who might be posing as
potential customers and users of the recommender system.
Thus, the problem of privacy protection in the use of recom-
mender systems applies to both customers and merchants.

The purpose of this paper is to offer techniques to fight
on behalf of the customer against profile creation or dossier
constitution—and ultimately against the looming threat of
Big Brother [22]. Our most important task is to help the cus-
tomer buy products without compromising the privacy of his
profile. In particular, the merchant must be able to recom-

mend products to the customer without knowing the latter’s
profile and identity. It may seem on first sight that this pri-
vacy concern goes against the philosophy of collaborative or
demographic filtering (Section 2), in which each customer
benefits from the preferences of other customers. Yet, we
shall see that this is not necessarily so.

We provide a proof of principle that cryptography can
come to the rescue of privacy without sacrificing the gen-
uine benefits that traditional recommender systems would
offer. We propose a privacy-preserving hybrid recommender
system, consisting of content-based filtering, demographic
filtering and collaborative filtering. The main originality of
our approach is the introduction of a semi-trusted third party
that customers trust with certain private information but not
with particulars of what they are looking for. In our system,
the Alambic agent acts on behalf of this third party. In col-
laboration with the merchant, it provides to the customers
accurate recommendations based on their private informa-
tion. Our system is designed in such a way that neither the
merchant nor the semi-trusted third party learn more about
the customer than they should. The system can only be sub-
verted by a collusion between the merchant and the semi-
trusted third party, a violation of the division of trust princi-
ple, which we introduce in Section 5.1 and discuss in detail
in Section 6.5. In order to be able to compute recommenda-
tions, the Alambic agent distils an essence, which encodes
sensitive information about the customers in a way that can-
not be decrypted by any of the concerned parties alone, in-
cluding the Alambic agent itself. Yet, the essence can be
used to produce recommendations by combining standard
cryptographic tools (Section 4.2) and secure two-party com-
putation (Section 4.3) between the customer and the mer-
chant.

After this introduction, we review in Section 2 the ba-
sic notions of recommender systems. Privacy issues are de-
scribed in Section 3. We then review in Section 4 privacy
protection solutions introduced in other contexts as well as
some relevant security concepts. Our detailed solution to
protect the privacy of customers as well as merchant sensi-
tive data, namely the ALAMBIC system, is given in Section 5
. This is followed in Section 6 by a discussion of the privacy
and security offered by the ALAMBIC system. Finally, we
conclude with directions for future work in Section 7.

2 Recommender Systems

Many approaches to recommender systems have been pro-
posed in the literature. According to Burke [12], the best
known of these are as follows:

— Collaborative Filtering: Accumulates customer prod-
uct ratings, identifies customers with common ratings
and offers recommendations based on inter-customer
comparison. In other words, recommendations for a
given customer are based on the behaviour and the eval-
uations of the other customers.
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— Content-based Filtering: Uses the features of the prod-
ucts and the customer’s interest in these features to pro-
duce recommendations.

— Demographic Filtering: Groups customers according
to their demographic information. Products are recom-
mended to a given customer based on the group to which
he belongs.

— Utility-based Filtering: Uses the features of a product
to compute its utility. The customer must input the util-
ity function to apply over the products that describe his
preferences. Applying the utility function enables prod-
uct ranking from which recommended products emerge.

— Knowledge-based Filtering: Bases the recommenda-
tion of products on inferences about the customer’s
needs and interests. Here, the knowledge is about the as-
sociation of a particular product to the need of a particu-
lar customer.

In this paper, we introduce our approach to privacy by
concentrating on three of these filtering techniques: content-
based filtering (CN), demographic filtering (DF) and col-
laborative filtering (CF). We describe them in more detail
in the rest of this section. (Preliminary work dealing exclu-
sively with privacy-preserving demographic filtering, has al-
ready been reported [4].) While some are better than others
[54], none of the above techniques is perfect. For this rea-
son, hybrid recommender systems are often used. This can
be done in a variety of ways [12]. Our solution offers a par-
ticular kind of mixed recommendations, which means that
we can simultaneously offer recommendations based on all
three filtering techniques that we support. We have chosen
to concentrate on the first three of these techniques, as they
are currently the most commonly used. We believe that our
approach could be equally used for hybrid systems also in-
corporating utility- and knowledge-based filtering, but this
remains to be demonstrated and is the subject of ongoing
research.

Example 1 Today, a concerned citizen wanting to keep him-
self abreast and well informed on world affairs and politics
has a myriad of information sources from which to choose.
Even if we restrict him to Internet sources, there are hun-
dreds of sources ranging from organized Media, websites of
political parties and lobbies, interest groups, ad hoc posting
in newsgroups, and even blogging and podcasting. Beyond
the sheer number of such information sources on any con-
troversial topic, a user might have preferences on the source
to be used, such as length and depth, political inclination,
objectivity, means of delivery, etc. We will thus consider for
our example a hypothetical search-engine on Web items as-
sociated with world affairs and politics. The links returned
by the initial user query constitute the catalogue of products
(or items) matching the minimum requirements of the cus-
tomer (the concerned citizen). In this case, the objective is
to use recommender systems to prioritize this (potentially
huge) list of links. Implicit information about user prefer-
ences and behaviour can be gathered by the system by keep-
ing track of which URLSs were followed from search-engines
Web pages, i.e. their clickstream.

Because it is reasonable to think that user preferences
will be influenced by demographic characteristics, such as
age, gender, level of education, wealth, geographical loca-
tion, etc., we shall presume that this search-engine uses a
recommender system based on demographic filtering to rank
the links returned to a particular user. Such a recommender
system could output recommendations of the form “Users
with characteristics similar to yours went primarily to these
URLs”.

At the same time, a collaborative filtering recommender
system would use clickstream correlations to find previous
users with similar clickstreams and make recommendations
based on where they went next, for example “Users that went
to the URLSs that you just visited also went to these ones”.

Finally, a content-based recommender system would go
through the whole list of links and compute similarity val-
ues between them and other links that this same user has
followed in the past. The similarity values would be based
on the value vector of such features as means of delivery
(text, RSS, video, audio, etc.), age of the item, language,
type of source (commercial, independent, state-operated, in-
dividual), length, general topic, etc. The recommendations
would be extracted from the new list by selecting those links
that are most similar to those selected in the past by this
same user. O

2.1 Collaborative Filtering

Collaborative Filtering (CF) was first introduced by the
developers of Tapestry [35], a filter-based electronic mail
system designed for the intranet at the Xerox Parc Palo Alto
Research Center. CF techniques are becoming increasingly
important in the context of e-commerce, with the unprece-
dented growth in the number of customers. The main charac-
teristic of CF is that recommendations for a given customer
are based on the behaviour and the evaluations of the other
customers [62].

There exist three main categories of CF algorithms [11,
57]: memory-based algorithms, model-based algorithms and
hybrid algorithms. Memory-based algorithms use statistical
techniques on the entire database of votes to find the neigh-
bourhood of customers having similar tastes. This neigh-
bourhood is then used to output recommendations. Model-
based algorithms use a variety of classification techniques,
such as data clustering, Bayesian networks, association rules
or sequence pattern discovery, to create categories of users
and associated generic recommendation patterns (i.e. the
“model”), which can be used to issue recommendations
without accessing the whole database of votes. Hybrid CF
algorithms use both memory-based and model-based algo-
rithms.

For the purpose of discussion, we shall use a popular
(memory-based) CF technique, based on the Nearest Neigh-
bour classification algorithm [28,27]. However, our general
approach to privacy preservation is not tied to this choice.
Here, data is represented by a matrix whose entry v, ; rep-
resents the rating customer u gave to product i. This entry
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is set to a null value in case customer u has not rated prod-
uct i, in which case this entry is not used in the computations.
Suppose that the merchant’s catalogue, T', contains ¢ prod-
ucts, p1, p2,. .-, p:, and that m customers, uy,us, ..., u, have
rated some products from 7. Rating predictions for a given
customer are produced in two stages, as we NOw review.

In order to estimate similarity between customers, vari-
ous metrics have been proposed. One of them, for example,
is the Pearson correlation [62]. The results obtained range
from —1 for negative correlation to +1 for perfect positive
correlation. Specifically, let

Zjej (Vc',j —Vc) (VMJ )
\/ZjeJ(VC,j —c)? ZjeJ(Vu-,j —Vu)?

stand for the correlation between customers ¢ and u, where J
is the set of products rated by both customers ¢ and u, vy ; is
the rating customer ¢ gave to product j and vy is the average
rating of customer ¢ for the products that belong to J, for
te{c,u}.

The weighted sum equation below can then be used to
predict the rating of a customer ¢ on a product j. The result-
ing predictions are sorted and those with highest values are
considered for recommendation purposes

ey

corr(c,u) =

Pc,j — it ZuEU COl’T(C, u) (Vu,j - VM)
ZuGU ‘COI"I‘(C, u)'
where U is the set of all the customers who have supplied

a rating for product j. (In particular, customer ¢, for whom
predictions are being computed, does not belong to U'.)

; @)

2.2 Content-Based Filtering

When Content-based Filtering (CN) techniques are used,
products are compared based on their content. The content
of a product can be described by explicit features (attributes
or characteristics). In the case of a movie, for instance, the
features could be its genre (action, adventure, etc.), year,
main actors, etc. The description can also consist of textual
documents with their titles, illustrations, tables of contents,
etc. Here, we consider only the case of explicit features, but
our approach can easily be generalized to textual documents
if words are used as features.

CN defines products of interest by their characteristic
features. More precisely, a recommender system using CN
learns a customer’s interests from the features present in
products the customer has rated. This enables the system to
create customer profiles [55]. As was the case for collabora-
tive filtering, such profiles are long-term customer models.
These models can be updated as long as customers rate prod-
ucts and implicitly change their preferences.

CN is also known as “product-to-product correlation”
[67]. An algorithm based on product-to-product similarity
can therefore be used. For this purpose, products can be rep-
resented as vectors in a multidimensional space, where each
dimension corresponds to a product feature and each feature

value is mapped to a numerical value on that dimension. The
similarity between two products i and j can then be com-
puted by using the associated vectors i and j

T 1]
Sim(i, j) = = (3)
B R
We then use the following equation to compute a prediction
for customer ¢ and product j

b LiesveiSim(i. )
T Yies|Sim(i, )]

where S is the set of all products similar to j and the ratings
V¢, are the same as in Equation 1.

4)

2.3 Demographic Filtering

Recommender systems based on demographic filtering (DF)
aim at categorizing customers based on their demographic
information and recommend products accordingly. More
precisely, demographic information is used to identify the
types of customers that like similar products. DF can be used
by any merchant who sells products by using data on indi-
vidual customers. The key element of DF is that it creates
categories of customers having similar demographic charac-
teristics, and tracks the aggregate buying behaviour or pref-
erences of customers within these categories. Recommen-
dations for a new customer are issued by finding to which
category he belongs in order to apply the aggregate buying
preferences of previous customers in that category.

Even though many categorization techniques have been
proposed, we shall concentrate on Data Clustering to illus-
trate demographic filtering as well as our privacy-protection
solutions, which are introduced in Section 5. However our
approach is independent of the specific categorization tech-
nique used in a DF-based recommender system. Cluster-
ing has been the subject of much research, particularly in
statistics, machine learning and databases (see for exam-
ple [41]). It aims at forming clusters of similar objects.
Objects in a given cluster are similar to each other, but dif-
ferent from objects in another cluster. A clustering algorithm
thus needs a metric to compute the distance between two
objects. Therefore, objects are typically represented as vec-
tors in a multi-dimensional space and similarities are cal-
culated using the Euclidean distance (or another instance of
the Minkowski distance) considering all or a subset of the
dimensions. Each cluster is represented by a centroid or a
medoid!, and sometimes radius and density information.

In demographic filtering, clustering is used to create the
customer categories mentioned above by considering the set
of all previous customers. The objects are the customers, and
each dimension of the space represents one of their relevant
demographic characteristics. For a given cluster C, its den-
sity represents the number of customers in it and its radius

' The centroid is a virtual point corresponding to the average of all
the points in the cluster, while the medoid is the median point of the
cluster.
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is a measure of how demographically dissimilar they are.
Then, the historical data on buying behaviour or preferences
of each customer in C is used to associate to the cluster C an
aggregate buying behaviour. In its simplest form, this aggre-
gate consists of the list of products {p1, p2, ..., p.} that were
purchased or for which positive feedback was given by cus-
tomers in C. When a new customer requires a recommenda-
tion, the recommender system computes the cluster to which
he is closest, say C, and then produces as a recommendation
the corresponding list of products.

Of course, for such clusters to be used effectively in
recommender systems, the aggregate buying preferences
within a cluster must also show sufficient similarity. In par-
ticular, the corresponding list must be sufficiently small.
Achieving this objective can be done in a variety of ways,
such as merging or separating existing clusters, consider-
ing similarity distances on the combined space of demo-
graphic characteristics and buying preferences/behaviour, or
by attempting to apply clustering techniques on the space of
products. See [3] for instance. However, the specific way in
which clusters are formed is immaterial to our privacy is-
sues.

Example 2 Our concerned citizen happens to be a young
male engineering student living in a Northern European
country, of Arab origin, who likes soccer, drives a yellow
car, and has indicated business and computer games as in-
terests; these characteristics (among others) constitute his
demographic profile. The DF-recommender has identified
him to be in a cluster of well-to-do and educated young
people in developed countries. Historically, people in this
cluster have mostly clicked on links going to specialized in-
depth print magazines, a certain subset of prolific bloggers,
and multimedia clips from state-operated Western European
broadcasters. When he queries the search engine for items
about the war in Iraq in the last week, he will be provided
(in order) with an in-depth article in The Economist, two
posts by bloggers on the latest bombing and an audio clip
from Deutsche Welle. Of course, there will be other links
on that topic, but they will appear after in the ordered list of
matches.

On the other hand, the collaborative filtering system
would have identified that his clickstream always follows a
certain pattern (e.g. sessions normally include two or three
out clicks to media clips on the websites of Al-Jazeera,
CNN, Deutsche Welle in English, and the Lebanese LBC).
As a consequence, and given that many people going to such
sites also do so, the recommender system will recommend
media clips from the arabic BBC site on the same topics.

Finally, by using the feature extraction methods based on
keywords in the text or on semantic information found on
XML or RSS-enabled Web pages, the content-based recom-
mender finds items very similar to those that he has clicked
on in the past, for example those containing keywords “soc-
cer”, the format tag “video”, etc. Recommendations would
take the form “Since you liked such items as ‘Egyptian
Movie-Star runs away with Woody Allen’ and ‘Beckham
scores three goals in UEFA final’, you will definitely like

‘Former Spice Girl Victoria Beckham stars in new film: The
Mummy IV: Revenge of the Mummy’”’. a

3 Privacy Issues

Recommender systems are very useful, but they typically
come at a price: in order to operate, it would seem that they
need to collect information on those who use them. We now
discuss privacy concerns according to the three techniques
presented above.

In the case of collaborative and content-based filtering,
the customer typically provides the merchant with informa-
tion on his buying behaviour, especially the products he has
bought in the past, as well as his ratings on these prod-
ucts. This is done because the computation of predictions
and similarity scores is based on the v, ; matrix that stores
the rating customer u has given to product i. In the case of
demographic filtering, customers provide the merchant with
demographic information in order for the clusters to be con-
structed and for new customers to be associated with the ap-
propriate cluster.

The potential abuses from unscrupulous merchants are
obvious. They can use the data for many purposes that are
illegitimate if not intended by the customer, such as data
mining and the collection of statistics. Merchants could pool
their information with other merchants and/or governments.
They could also sell it. Information coming from diverse
sources could be linked, resulting in the constitution of a
formidable dossier on the customer [22]. All this could result
in a serious erosion of the customer’s privacy. Privacy vio-
lations are prohibited in many countries, but there is a lack
of effective methods to enforce the law. This problem is ex-
acerbated when information is used about individuals with-
out their knowledge. Should the customer have the proof
that his privacy has been violated by the merchant, he could
complain to the proper authorities, so that justice might be
served. However, no amount of “justice” can suffice to re-
store his privacy.

On the other hand, the privacy of data legitimately accu-
mulated by the merchant must also be protected. In a com-
petitive market, pricing information contained in the cata-
logue might be sensitive and the merchant might not want to
reveal it to competitors. Furthermore, depending on the type
of products, the catalogue itself might have value, such as in
the case of information brokers. While the merchant might
be willing to reveal a few products and prices to a bona
fide customer, he must take precautions so that the informa-
tion revealed cannot be used by an unscrupulous competi-
tor who is masquerading as a customer. In fact, the “cus-
tomer” may be interested in what the merchant is selling,
and at what price, for the sole purpose of undercutting him!
On the question of whether hiding catalogues and prices
would be beneficial or detrimental to customers and mer-
chants, a recent study by Zhu [78] “challenge[s] the ‘infor-
mation transparency hypothesis’ (i.e., open sharing of infor-
mation in electronic markets is beneficial to all participating
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firms)” and concludes that “in contrast to the popular be-
lief, [...] information transparency could be a double-edged
sword”. Most importantly, once the merchant has operated
long enough that the essence—see end of Section 1 or, for
more detail, Section 5.2—he has distilled is sufficiently good
for use in a recommender system, the essence itself becomes
of the highest value. Hence, it should be protected with ut-
most vehemence from potential competitors.

It is hard to grasp all the implications of the concept
of privacy because it depends on so many components
(Section 3.2). It is therefore important to design a privacy
framework to take such components into account. But first,
we present some studies that have been conducted with the
purpose of classifying customers according to their concerns
about privacy.

3.1 Studies About Privacy Concerns

Several surveys have been conducted in order to categorize
customers with respect to their privacy concerns. According
to Ackerman, Cranor and Reagle [1] there are three main
types of customers:

— Privacy fundamentalists are against any use of their
personal information. They generally refuse to provide
websites with such information, even if privacy protec-
tion measures have been deployed.

— The pragmatic majority is made of users who are also
against the use of their personal information. However, a
compromise such as the presence of privacy policies on
websites may be sufficient for them to purchase online.

— Marginally concerned people may often express a gen-
eral concern about privacy, but they easily provide their
personal information to websites.

This study found that 17% of respondents are privacy fun-
damentalists, 56% are pragmatists and 27% are marginally
concerned. In the same study, concerns about persistent
identifiers (such as cookies) were also considered. Such
identifiers, which can be used to track customer activities
over time, are used for customized services and advertising
across websites.

A subsequent study concentrated on privacy preferences
versus customer behaviour [69]. The authors used the ques-
tionnaire developed in the previous survey to investigate pri-
vacy preferences. Their study showed a significant increase
in the number of privacy fundamentalists (30%) and a small
decrease in the number of marginally concerned (24%). Fur-
thermore, they split the pragmatic majority into two mean-
ingful groups: identity concerned (20%) and profiling averse
(26%) users. Interestingly, they investigated whether or not
customers behave in a way consistent with their stated pri-
vacy preferences; it turns out that customers easily forget
their privacy concerns once they are inside the Web!

In a more recent study, Teltzrow and Kobsa [71] used 30
customer surveys on Internet privacy to analyse the impact
that personalized systems have on the privacy preferences of
customers. Amongst the many interesting results obtained

from this compilation of surveys, it has been found that cus-
tomers are more willing to share personal information with
merchants when they are allowed to view, edit and delete
their data. For instance, 69% of customers wanted to have
control on their data [40] and around 90% were concerned
about the sharing of their data by merchants for a purpose
different from the original’s [73,63]. Also, results concern-
ing customer tracking [31,39] showed that around 60% of
customers were concerned about being tracked on the Inter-
net. More significantly, 91% of customers felt uncomfort-
able being tracked across multiple websites.

Furthermore, Flinn and Lumsden [30] described an on-
line survey they have conducted to explore typical Inter-
net user awareness and knowledge of technologies related
to their privacy. This survey showed that the meaning given
by different people to the notion of privacy can vary signifi-
cantly from one person to the next.

The studies presented above highlight the importance of
grouping customers according to their attitude towards pri-
vacy. These studies also show the great interest that cus-
tomers demonstrate in retaining control over their personal
data even when they are in the merchant’s platform. Further-
more, customers have significant concerns about tracking.
To take into account these privacy problems, we introduce
below a privacy framework whose objectives are to iden-
tify the dimensions involved in customer data privacy and
to design adequately our privacy-preserving recommender
system.

3.2 Privacy Framework

Our task is to provide an architecture for recommender sys-
tems in which privacy issues can be addressed, taking into
account the studies presented in Section 3.1. With this in
mind, we consider the following components of the cus-
tomer’s data that are of interest from a privacy point of view.

— The identity refers to information that makes it possible
to determine physically who the customer is (or at least
to seriously circumscribe the possibilities). This includes
data such as his name, address, taxpayer number or bio-
metric data used for access control.

— The demographic profile refers to demographic char-
acteristics of the customer, such as age, gender, weight,
race, ethnic origin, language, level of education, etc.

— The purchase history is about what the customer has
bought in the past. It concerns also the identity of the
merchants from whom the customer has bought.

— The rating history refers to the votes that the customer
has provided on products he has bought or on those for
which he has received a recommendation in the past.

— The browsing behaviour describes the customer’s nav-
igation on the Internet. One of its principal components
is the clickstream, which is the sequence of URLs that
the customer has followed.

— The request is a description of what is of interest to the
customer. Usually, it consists of keywords, which are at-
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tributed to product features. An example of request is
“news Italy”, meaning that the customer is interested in
news concerning Italy.

— The recommendation consists in the list of products that
have been recommended to the customer.

— The purchase is the set of products that the customer
finally decides to buy (if any) in the current transaction.
These products are usually chosen among those that have
been recommended.

The above elements constitute the personal information
on which we base our privacy framework for recommender
systems. They lead us to identify four levels of privacy,
which take account of the fact that different customers may
have different privacy concerns, as explained in Section 3.1.

1. No privacy: the customer does not care about the privacy
of his personal information. He does not mind the com-
pilation of a dossier about him that consists of his demo-
graphic information as well as his buying and browsing
behaviour.

2. Soft privacy: the customer wants to keep his identity,
demographic profile, purchase history and rating history
secret from the merchant, but he does not mind if the
merchant knows in which product(s) he is interested.

3. Hard privacy: the customer wants to keep his identity,
demographic profile, purchase history and rating history
secret from the merchant. Furthermore, he does not want
the merchant to know in which product(s) he is interested
nor anything about the recommendations he receives.

4. Full privacy: the customer wants to keep secret every
component of his personal data. In particular, this in-
cludes his browsing behaviour as well as his actual pur-
chase.

Recall from the end of Section 1 that our solution
involves a novel entity called the Alambic agent. Sometimes,
information that should be kept private from the merchant
(except in the no-privacy case), such as purchase history and
rating history, can be revealed without fear to the Alambic
agent provided it cannot associate such information with
specific products in the merchant’s catalogue. We shall come
back in detail on this subtle issue when we describe our so-
lution in Section 5. The identity, of course, should remain
secret from all parties considered, except perhaps in the no-
privacy setting.

Another dimension in privacy, which is independent of
the personal data listed above, concerns the tracking of cus-
tomers by the entities involved. Even under soft, hard or full-
privacy constraints, some users might not want the merchant
to know that they are returning as the same (anonymous)
person who shopped on a given previous occasion. Indeed,
studies have shown that customers do not like being tracked
when buying online, even if anonymously [71]. With this in
mind, we introduce the following terminology to account for
the level of tracking that different customers might accept.

1. Strong tracking. The customer does not mind being
tracked, even by the merchant. Combined with soft or

hard-privacy constraints, this level is typically achieved
through the use of an anonymous pseudonym used by
the customer each time he connects to the merchant’s
system. Tracking is made possible if the customer keeps
the same pseudonym when he connects to the same mer-
chant, although he can use different pseudonyms with
different merchants.

2. Weak tracking. The customer does not want to be
tracked by the merchant, but he does not mind being
tracked by some third party such as the Alambic agent.
This is particularly interesting if that third party does not
know what the customer is buying or even what appears
in his request.

3. No tracking. The customer does not accept to be tracked
under any circumstances or by any parties. This con-
straint can be obeyed only if no entity, merchant or other-
wise, is ever able to know whether a given user is in fact a
previous user of the system. In particular, this means that
the customer must provide anew whatever information is
required to make recommendations each and every time
he uses the system.

Within our privacy framework, the privacy requirements
of the various types of users can and must be expressed as
a choice on both of these two independent components: pri-
vacy of personal data per se and tracking of users. For exam-
ple, the marginally concerned can be described as having no
problem with websites operating under the no-privacy and
strong-tracking constraints. At the other end of the spectrum,
the privacy fundamentalists would probably only accept to
interact with sites enforcing at least soft privacy. In circum-
stances where it makes sense, they might even require hard
privacy. The theoretical possibility of full privacy might also
appeal to them, but since this is largely incompatible with
current Web technology and common practice, it is doubtful
that they would demand it today. On the tracking side, the
fundamentalists would most definitely require that the no-
tracking constraint be observed by all sites with which they
would interact.

As for the pragmatic majority, we postulate that com-
pliance with the soft-privacy and weak-tracking constraints
would be satisfactory for their privacy needs. We base this
assumption on the fact that we expect most people in this
group to abide by the division of trust principle, which we
shall introduce and discuss in Section 5.1. The ALAMBIC
system described in this paper meets these requirements, and
thus meets what we believe are the wishes of the pragmatic
majority. Nonetheless, we shall discuss in Sections 5 and 6
how the more stringent constraints of hard privacy and no
tracking can be met with variations of the ALAMBIC system.

Example 3 Our young student might not want it known that
he speaks Arabic (part of his demographic profile). How-
ever, that might be relevant for the recommender to suggest
items such as Al-Jazeera (original Arabic version). At the
same time, his past clickstream might have demonstrated in-
terest in a specific medication. .. This, he definitely wants to
keep private. Furthermore, under the hard-privacy scenario,
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he might not even want the merchant, or anyone, to know
that today he is looking for information on recent events
in Iraq. Lastly, while he had been using an anonymous Ya-
hoo! account to identify himself to the merchant’s recom-
mender system, he has recently been worried that the mer-
chant might be able to know from one time to the next that
he is the same person. He thus prefers to re-enter his pref-
erences anonymously every time he uses the system rather
than have the merchant know that he is that same guy that
used the system and was clicking till 3am five days ago. With
this, he hopes to enforce the no-tracking constraint.

On the other hand, consider that the merchant’s business
model is to charge a certain amount for the number of links
returned, e.g. for 1 euro, you can purchase 25 queries, which
will return up to 3 links each. Additional links are available
at additional cost. To maintain customer satisfaction, it is
clear that the merchant must use a recommender system to
tailor which 3 links to return to the user. Furthermore, he
does not want to let the user browse all of them, because
that would result in a loss of profit (operating a good search
engine does cost money, after all). Finally, knowing which
links to provide to which users (the essence) is the informa-
tion on which the whole business model is based. Losing that
information to another search-engine provider would mean
losing a significant competitive advantage. ad

4 Related Work and Preliminaries on Security

In this section, we review previous work related to the
privacy-preservation paradigm. Although we assume that
Public-Key Cryptosystems, Secret-Key Cryptosystems and
Public Key Infrastructures are well known, we briefly re-
view the corresponding notation. We also present the con-
cepts of Secure Two-Party Computation (STPC) as well as
Surrogate Computing, the latter being a set of techniques to
allow one party to perform a computation securely inside
another party’s platform.

4.1 Privacy Preservation

Much research has been done to address the problem of pri-
vacy preservation in data mining. In particular, Verykios,
Bertino, Fovino, Provenza, Saygin and Theodoridis [74]
classify several approaches using five dimensions. First,
they consider the fact that data could be centralized or dis-
tributed. The second dimension is about the modification
that can be applied on data, such as perturbation, aggrega-
tion, swapping, sampling, etc. The third dimension is con-
cerned with algorithms that are used in data mining (for
instance decision tree, association rule, clustering, rough
sets, Bayesian networks). The fourth dimension considers
whether it is the raw data or the aggregate data that must
be hidden. Finally, in the fifth dimension, it is important to
highlight how the privacy-preservation techniques are used
for the modification of data. Here, techniques are based on
heuristics or cryptography.

There have also been several approaches developed for
privacy-preserving clustering. For example, the approach
of Meregu and Gosh [50] uses transformations to perturb
the dataset before the clustering algorithm is applied. The
approach of Jha, Kruger and McDaniel [42] consists in
designing algorithms that use secure multi-party computa-
tion. In our paper, when it comes to demographic filtering,
the clustering process is performed by the Alambic agent
through the feedback it receives from customers. Detail is
given in Section 5.

The problem of privacy-preserving recommender sys-
tems based on Collaborative Filtering (CF) has been ad-
dressed before. The purpose of such schemes is to allow
customers to take part in the recommendation process with-
out compromising their privacy. This can be achieved by
using trusted identity proxies such as anonymizers [10,33].
According to this approach, the customer discloses his pro-
file to the trusted proxy, which then participates in the col-
laborative filtering process without revealing the customer’s
identity. One problem with identity proxies is that the mer-
chant cannot trust the feedback he gets from the customers
because unscrupulous competitors could completely disturb
the votes by a process known as shilling.

More precisely, the use of trusted proxies (or any other
form of anonymity) means by definition that recommender
systems must remain open to raters without any authenti-
cation procedure. Unfortunately, this could encourage mali-
cious users to cheat the system with false ratings. Many mo-
tives can be behind this kind of behaviour, among them are
fun and profit [47]. Indeed, some well-known e-commerce
entities have already admitted that their recommender sys-
tems were subject to shilling. This practice brings out a dan-
gerous aspect for the online store since customers may lose
their trust in commercial websites. In particular, incidents
caused by shilling may seriously affect the reputation of the
online store and reduce the number of purchases.

An even more serious drawback in the use of trusted
identity proxies is that they must indeed be trusted: the
customer has to put his complete trust in that single en-
tity. To get around this problem, a peer-to-peer privacy-
preserving collaborative filtering scheme has been proposed
by Canny [16], which does not depend on the need to trust
a proxy. In this approach, a community of customers can
compute a public aggregate of their private data without re-
vealing them, through the use of “totalers”. Each customer
takes part in the construction of the aggregate and gets per-
sonalized recommendations by using local computation. The
problem with such schemes is that they are on-line, meaning
that several customers need to participate simultaneously in
the computation and subsequent updates of the aggregate, a
necessary step for issuing recommendations.

Also based on peer-to-peer networks, Miller, Konstan
and Riedl [51] introduced the idea of personal recom-
menders for delivering recommendations on palmtop com-
puters. Here, the authors argue that customer privacy can
be protected by storing personal data locally (on palm-
top computers or on personal computers at home), or by
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sharing them in encrypted form. For this last point, they
combined ideas of Canny [15,16], Crammer, Gennaro and
Schoenmakers [29] and Pedersen [56] to design a peer-
to-peer privacy-preserving collaborative filtering algorithm.
This algorithm is based on a secure source of random bits
and the notion of a secure blackboard, which is a peer-to-
peer network making use of a write-one, read-many black-
board.

As discussed by Polat and Du [60], such peer-to-peer
solutions are suitable for community-driven collaborative
filtering efforts but probably less “appropriate for systems
that provide on-line collaborative filtering services, such
as Amazon and Yahoo”. For this reason, they proposed a
scheme in which the customer disturbs his private data be-
fore sending them to the merchant, using Randomized Per-
turbation techniques reminiscent of those mentioned above
for privacy-preserving clustering. In this way, the merchant
cannot compile truthful private information about the cus-
tomer. Although the data are disturbed, Polat and Du argue
that their scheme should still allow for successful collabora-
tive filtering.

In contrast to the approaches outlined above, we do not
require several customers to be online simultaneously on a
peer-to-peer network, nor do we introduce random pertur-
bations into the data that might alter the precision of rec-
ommendations. Instead, our filtering process is achieved by
the Alambic agent through the ratings it receives from cus-
tomers. Note that we do not require the Alambic agent to
be fully trusted because it cannot obtain any sensitive infor-
mation by itself. Nevertheless, we have to assume that the
Alambic agent will not collude with the merchant. Once
again, detail is given in Section 5.

4.2 Secret- and Public-Key Cryptography

Consider the problem of two parties A and B wanting to se-
cretly exchange information between each other. As his cus-
tomary in cryptography, let us refer to these two parties as
Alice and Bob.

The traditional method to address the above problem
is the use of secret-key cryptosystems, in which Alice and
Bob share a common secret key k. If Alice wants to send
a message m to Bob, she computes the encrypted message
¢ = Si(m) from m and k by using the agreed upon encryption
function S. Once Bob has received the encrypted message c,
he retrieves the original plaintext message m by applying the
corresponding decryption function 7!, i.e. m = Sk_1 (¢).

In public-key cryptography, however, different keys must
be used for communications from Alice to Bob and from
Bob to Alice. If Alice wants to send a message to Bob, she
must first know Bob’s public key b. From a plaintext mes-
sage m she constructs the encrypted message ¢ = Ep(m) us-
ing the agreed upon encryption function E. To decrypt the
message, Bob must use his private key b’, known only to
him, and the decryption function D, to retrieve m, i.e. m =
Dy (c). For messages from Bob to Alice, Alice’s public and

private keys, a and @’ respectively, must be used in a similar
manner.

It is good practice, known as Kerckhoffs’ principle, to
assume that there are no secrets about the encryption and
decryption functions S, S~!, E and D, and that efficient algo-
rithms to compute them are in the public domain. All secu-
rity must reside in the secret and private keys only.

4.3 Secure Two-Party Computation

In its simplest form, Secure Two-Party Computation (STPC)
is concerned with the problem of evaluating a function
f(x,y) for which the first party, Alice, provides secret input
x and the second party, Bob, provides secret input y, such
that the output becomes known to both parties while the in-
puts x and y remain secret from Bob and Alice, respectively,
except for what can be logically inferred from one’s private
input and the joint output. More generally, there could be
two distinct functions f and g so that Alice learns the value
of f(x,y) and Bob that of g(x,y). This includes the case in
which one of the two functions returns a standard fixed an-
swer (such as 0), so that the corresponding party does not
learn anything from the interaction, yet his/her participation
is necessary for the other party to obtain her/his legitimate
output.

The first general STPC protocol was given by Yao [76].
By assuming the intractability of factoring, Yao showed that
every two-party interactive computational problem has a pri-
vate protocol. Other solutions followed later (see for exam-
ple [77,44]). Despite recent efforts to implement generic
protocols for STCP [49], it remains most likely that efficient
implementations will rely on simplifications based on the
particular structure of the function to evaluate. In this pa-
per, the merchant and the customer, assisted by the Alambic
agent, are invited to execute a STPC if, in addition to having
no information about the customer’s profile, the merchant is
not allowed to know the products of interest to the customer,
i.e. in the hard-privacy case (Section 3).

4.4 Surrogate Computing

We use this generic term to refer to the possibility for Alice
to securely execute a computational task within a platform
under Bob’s control. This situation arises, for example, when
Alice wants to perform a certain task with Bob, but she will
be unavailable to do so when the time comes. The solution
involves a surrogate that will act on Alice’s behalf, but will
be called upon and be controlled by Bob. The surrogate can
be viewed as a programme, whose code and internal state is
not known to Bob, but whose execution and input/output is
controlled by Bob. The conditions that Alice require of the
surrogate in order to protect her data and the correctness of
the outcome are as follows:

Inviolability of data. Whatever data the surrogate contains,
it must not be possible for Bob to examine its contents,
at any moment.
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No reverse engineering. It must not be possible for Bob to
obtain any more information about the logic or code of
the surrogate, other than what can be inferred by observ-
ing the sequence of input and output values.

Tamper protection. It must not be possible for Bob to un-
restrictedly change the internal state or the logic of the
surrogate, other than by changing its input values.

In practice, there are essentially three ways in which such
objectives can be met:

Trusted computing. A trusted computing module is nothing
more than a hardware-based surrogate (such as a smart card
connected to a PC via a USB card reader or a trusted micro-
processor embedded within a PC’s circuitry) that runs within
a larger computing platform owned and operated by Bob.
The Trusted Computing Group (TCG) is a consortium of
several industrial partners aiming to define the standards for,
and eventually develop, hardware solutions that safely im-
plement surrogates, which are referred to as a Trusted Plat-
form Module. Several competing technologies have been
proposed that try to achieve the above objectives. For ex-
ample, smart cards protect their memory (containing code
and data) relatively well, but some models were found to
be susceptible to timing and power reverse-engineering at-
tacks. Improved smart cards and other newer technologies
will likely make it possible to implement safe surrogates in
the near future.

Code encryption and obfuscation. The technique of Code
encryption is used to protect mobile code that is executed
on remote and possibly untrusted computers. The security
problems related to mobile code in general, and mobile soft-
ware agents in particular, have been studied by Sander and
Tschudin [66]. For example, a mobile agent must be able
to protect the integrity and the execution of its code, com-
pute with secrets in public, and preserve the privacy of the
code and internal data. Sander and Tschudin also introduced
the notion of computing with encrypted functions. Collberg,
Thomborson and Low introduced the concept of code obfus-
cation, which is a process that transforms a program so that
it becomes more difficult to understand and more resistant to
reverse engineering. The resulting code is called obfuscated
code. In practice, obfuscated code can be the result of one
or more code transformations. Even though it differs signifi-
cantly from the original code, the obfuscated code must pro-
duce the same result as the original despite a possible slow
down.

If all of these techniques can be safely implemented,
then they can in principle be combined to create a purely
software-based surrogate meeting the above conditions. Un-
fortunately, even though several proposals have been put
forth for code obfuscation, its possibility has been seriously
challenged by Barak, Goldreich, Impagliazzo, Rudich, Sa-
hai, Vadhan and Yang [8]. Nevertheless, these authors admit
that their theoretical results “do not mean that there is no

method of making programs ‘unintelligible’ in some mean-
ingful and precise sense”, and indeed one of the authors of
that 2001 study subsequently offered hope [48].

Sealed computing. A simpler hardware-based solution
involves Alice placing a “sealed computer” under Bob’s
care. This computer is sitting inside a safe or other relatively
hard to open container. While Alice may not have a full guar-
antee that Bob cannot open the container and hence exam-
ine or change the contents (data or code) of the computer,
she does have the assurance that Bob cannot do so without
it being detected at a later date. There are several techniques
that are commonly used in the physical security world that
would make tampering by Bob self-evident. Thus, as long
as the surrogate’s code is secure and cannot be exploited
from without the box (by providing malicious inputs), Al-
ice, upon verifying the container, can be assured that the
contents are still safe. In the presence of suitable procedures
and a credible deterrent (i.e. punishment for Bob’s tamper-
ing), this might prove a cost-effective and sufficiently secure
solution.

In the rest of this paper, we consider that the Alambic
agent is indeed a surrogate for a semi-trusted third party
(a notion discussed in detail in Section 5.1), which has
been suitably and safely implemented by using one of the
above techniques or a combination thereof. This will pre-
vent the merchant from being able to alter the behaviour
of the Alambic agent in a way that would reveal sensitive
information. To be as general as possible, we shall assume
henceforth that the surrogate does not enjoy a large amount
of secure memory, so that voluminous tables must be kept in
an insecure memory that belongs to the merchant. This will
force the Alambic agent to encrypt the information it needs
to store in that memory, of course, but it must also be able to
make sequences of memory accesses that will not reveal sen-
sitive information. Should a large amount of secure memory
be available to the surrogate, various simplifications would
become possible, making our scheme not only simpler but
also more efficient.

An entirely different perspective, not requiring surro-
gate computing, would consist in keeping the Alambic agent
outside of the merchant platform. The benefits and dis-
advantages of this three-tier architecture are discussed in
Section 6.4 but we do not elaborate on this option until then.

5 The ALAMBIC system

In this section, we present the ALAMBIC system, our So-
lution for designing a privacy-preserving generic recom-
mender system. We first introduce the main concepts and
general principles behind this system, before describing its
global architecture and components. A detailed descrip-
tion of the demographic, content-based and collaborative
filtering processes follows. Then, we describe the advan-
tages of the ALAMBIC system compared with other privacy-
preserving filtering solutions. Finally, we discuss the perfor-
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mance overhead incurred to preserve privacy. The version
of the ALAMBIC system presented here is greatly improved
compared to our original architecture, which supported de-
mographic filtering only [4].

5.1 Main Concepts and Components

ALAMBIC is a generic architecture and protocol for build-
ing generic recommender systems employing simultane-
ously demographic, collaborative and content-based filter-
ing, while achieving the privacy objectives described in
Section 3.2.

The system achieves these objectives by combining the
well-known security primitives reviewed in Section 4 with
the following principle:

“Trust no one, but you may trust two...”

The basis behind this division of trust principle is that while
customers might trust merchants with information about
what they want, they do not trust them with information
about who or what they are or what they did. Conversely,
they might trust someone else with information about who
and what they are, but not with information about what it
is that they are looking for or what they previously bought.
In recommender systems, this amounts to saying that cus-
tomers will trust the merchant with the query on the database
of available products, albeit a generic one, but with nothing
else. On the other hand, they will trust another party with
their demographic information, but they will not want it to
know anything about what they bought or are now inter-
ested in, i.e. in what kind of transactions they have with mer-
chants. Hence we refer to this additional actor as the semi-
trusted third party. We discuss in more detail in Section 6.5
the legitimacy of this principle.

The ALAMBIC system relies on this principle and the
presence of such semi-trusted third party, called the still
maker. The system is built in such way that only a collu-
sion between the still maker and the merchant would expose
the customer’s private data. The still maker uses his platform
STILLMAKER to generate the Alambic agent, which will be
deployed as his surrogate within the merchant platform. This
agent will then perform the tasks necessary for the recom-
mendation process by executing on the merchant’s platform,
without further intervention of the still maker. Alternatively,
the Alambic agent could execute on the STILLMAKER plat-
form, a possibility discussed in Section 6.4.

We now describe in more detail how the various parties
are involved, as well as the components of the ALAMBIC
architecture. These are depicted in Figure 1.

The merchant platform: The merchant’s computing plat-
form contains and manages the catalogue of available prod-
ucts. In addition, it also keeps a database of encrypted
customer profiles and the encrypted customer rating table.
While this information is held by the merchant platform,
it cannot be interpreted or otherwise used by the merchant

without the collaboration of the Alambic agent. The Con-
troller Unit manages communication between the customer
and the merchant platform, including the Alambic agent.
The STILLMAKER: This platform is under the sole control
of the still maker. It generates a separate Alambic agent for
each merchant platform it supports. Each Alambic agent is
issued a separate private/public key pair and a public key
certificate that is signed by the still maker by using a Public
Key Infrastructure (PKI) with digital signature services that
both the merchant and the customer recognize and trust.
The customer: He wishes to receive product recommenda-
tions from the merchant. He receives the Alambic agent’s
public key certificate from the merchant and can verify its
authenticity since he has independently obtained the still
maker’s public signature verification key through the PKI.
He can then encrypt his private information (demographic
data and product ratings) with the Alambic agent’s public
key in order to protect its contents from the merchant’s pry-
ing eyes.

The Alambic agent: Acting as surrogate for the still maker,
the Alambic agent serves as an intermediary between the
merchant and the customer. It maintains the information nec-
essary to compute recommendations from demographic data
and feedback provided by the users through the merchant.
In order to protect the integrity of the merchant’s platform,
the Alambic agent must be able to authenticate itself to the
merchant as a creature issued by the still maker. This is done
by standard security techniques that depend on the type of
surrogate computing technology that is used (Section 4.4).

5.2 The Filtering Process

The specific architecture that we describe in this section con-
centrates on the case in which we want to achieve hard pri-
vacy but nevertheless allow strong tracking of the customer.
In this case, while the merchant will not be able to identify
the customer nor know anything about his demographic pro-
file or purchasing/rating behaviour/history, he will be able
to associate a given customer with his previous uses of the
system. Required modifications of the ALAMBIC architec-
ture to take account of different privacy and tracking require-
ments are discussed in Section 6.

This architecture simultaneously implements the three
kinds of filtering reviewed in Section 2: demographic,
collaborative and content-based. In order to do this, the
Alambic agent separately keeps and maintains the data
required to make recommendations for each filtering
method.

In the case of demographic filtering, the information
required is the list of user clusters, together with a map-
ping from these clusters to the aggregated preferences shown
by customers in this cluster through previous purchasing
behaviour or feedback. We refer to this data as the demo-
graphic essence or DE. This choice of words reflect the fact
that the Alambic agent distils this essence from the raw data
it obtains throughout its interactions with individual cus-
tomers. In order to protect the merchant’s investment and
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Fig. 1 Architecture of the ALAMBIC system in a strong-tracking scenario. The interactions between the various components are shown from left
to right as time goes by, with square brackets to denote optional transmissions.

Table 1 The Alambic agent clustering table (demographic essence),
where to each cluster C; corresponds centroid coordinates and a list of
anonymous product indexes purchased/selected by users in C;.

Cluster | Centroid | Anonymous product indexes
Ci (x1,y1,21) P1,DP2,P7
G (x2,52,22) D5, P8, 20, Pt
C, (xn»)’nazn) P1o

prevent its unauthorized use by the Alambic agent, the list
of products rated by the customers in the cluster is masked
by using anonymous indexes p;, which are linked to the ac-
tual product indexes s; through a secret map X known only
by the merchant. The structure of the DE in the ALAMBIC
system is shown in Table 1.

In the case of memory-based collaborative filtering,
which we consider here for the sake of simplicity, the
Alambic agent maintains the table of product ratings. In that
case, we cannot speak of distillation per se because there
is no statistical aggregation. Furthermore, since this table
could become quite big in some systems, we consider the
possibility that it be stored in a database under the con-

trol of the merchant (depending on the type of surrogate
computing being instantiated by the Alambic agent). In this
case, it would be encrypted by the Alambic agent to prevent
the merchant from being privy to this information. Further-
more, it would be accessed by the Alambic agent through
an anonymized index, such as a customer pseudonym .
While the use of pseudonyms might make the system more
convivial by allowing the storage of personalized prefer-
ences and encrypted profiles, it is not strictly required in
the ALAMBIC system. In fact, their use allows the Alambic
agent and merchants to track customers, which might be un-
desirable. We shall come back to this issue in Section 6.

Alternatively, model-based CF approaches can also be
supported by the ALAMBIC system. For instance, instead of
maintaining the complete table of product ratings for each
user, the Alambic agent could keep a list of clusters of users
with similar voting behaviour (similarly to the clusters of
the DE) or a description of the Bayesian network model used
to calculate the recommendations. In principle, any model-
based approach could be supported since the Alambic agent
has all the information required to update the model. The
problem of how to initialize these models (the cold start
problem) is a recognized difficulty of using such recom-
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mender systems. Several methods have been proposed to
deal with this issue, each with their advantages. All of them
can be easily implemented within the ALAMBIC framework,
since the Alambic agent would have access to all the data
required to generate the models. For hybrid CF algorithms,
it would be necessary to default back to keeping the whole
table of product ratings. In all cases, we employ the term col-
laborative essence, or CE, to refer to the information kept
by the Alambic agent to perform CF, regardless of whether
there is actual distillation or not.

To implement content-based filtering, the Alambic agent
must keep a table of the product similarities Sim(i, j) de-
scribed in Equation 3 (Section 2.2). In order to protect the
merchant’s interests, these similarity values should be com-
puted by the merchant platform and then made available to
the Alambic agent. This prevents the Alambic agent from
having to know the features of each product. It also allows
the merchant to update this essence himself as his product
catalogue evolves, and this without violating any privacy
constraints since it contains no data pertaining to the cus-
tomers.

Furthermore, the Alambic agent must have access to the
current user’s product ratings in order to compute product
predictions as per Equation 4. However, note that it does not
need access to the whole product rating table (the CE) for
this purpose, but only to the current user’s entry. Since this
data could be obtained directly from the current user, the
table of Sim(i, j), for all pairs of products i and j, is all that
is needed to constitute the content-based essence or feature
essence, that we represent forthwith as FE.

While several different hybridization techniques for
recommender systems exist [12], here we illustrate our ar-
chitecture by using a particular case of Mixed Hybridiza-
tion. It simply consists of collecting each of the recommen-
dations made by each of the recommender systems and pre-
senting them all to the customer. Of course, one can imag-
ine a variety of ways for merging three lists into one, such
as presenting them separately or mixing them one clever
way or another. However, there would be no point being
more specific about this issue because it is not concerned
with privacy preservation. We also introduce the notion of a
combined essence regrouping the essences DE, CE and FE
of each type of recommender system. Since each of these
essences contains different types of data (“flavour”) and are
not mixed, we refer to this combined essence as the Neapoli-
tan essence and we speak in general of the Neapolitan hy-
bridization technique. We have chosen this approach for the
sake of clarity, but other techniques would be possible.

We are now ready to describe in detail the filtering,
recommendation, feedback and update processes in the
ALAMBIC system. This is shown through the interactions
materialized by arrows in our architecture (Figure 1). These
interactions are considered from left to right as time goes by.
The execution proceeds through the following steps.

Initialization

1. The merchant provides the customer with the public key
certificate of the Alambic agent. This allows the cus-
tomer to learn the Alambic agent’s public key A and ver-
ify that it is legitimate. (This step is not illustrated in
Figure 1.)

2. Let y denote the customer’s pseudonym. If the customer

is new to this merchant, or if he wants to update his
demographic profile &, he creates his combined profile
o = (m,7), where 7 is a secret key that will be used to
establish a session key { between the customer and the
Alambic agent, for the purpose of securing confidential
communication through the merchant’s Controller Unit.
The customer uses the Alambic agent’s public key A to
encrypt ¢ as E4 (o). The customer sends his pseudonym,
v, together with E4 (o), to the merchant. The merchant
inserts ¥ and E4 (o) in his encrypted profile database.
On the other hand, a returning customer simply sends
his pseudonym ¥ to the merchant, who retrieves the
previously transmitted encrypted profile E4 (o) from his
database.
[If, instead of concentrating on strong tracking, we
had wanted to implement the more stringent require-
ment of weak tracking, the customer would not send
his pseudonym y in the clear to the merchant. Instead,
he would create the string o = (7, 7, ¥) and send only
E4(0) to the merchant. In the extreme case of no track-
ing, the customer sends E4(0) to the merchant, with
o6 = (m,7). In either case, the customer pays the price
for reduced tracking by having to send his complete en-
crypted profile at each new connection to the merchant’s
website. In order to prevent tracking by the merchant, it
is necessary to use a probabilistic public-key encryption
algorithm. The steps described below are specifically tai-
lored to the strong-tracking scenario, but we come back
to weak and no tracking in Section 6.]

3. The merchant forwards both y and Es(0) to the
Alambic agent.

4. The Alambic agent decrypts E4 (o) using its private key
to obtain the customer’s demographic profile 7 and the
secret key 7.

Demographic Filtering

1. Using profile 7, the Alambic agent computes the dis-
tance between the customer’s demographic profile and
the centroid of each cluster, to find the nearest cluster,
Cj, for a certain j € {1,...,n}, where n is the number
of clusters in the demographic essence (Table 1). The
Alambic agent thus produces a list DR = {p4 1,pa2,---}
of anonymous product indexes that customers in C; have
chosen in the past, where the subscript “d” stands for
“demographic”. This constitutes the recommendation of
the DF part of the recommender system.

Collaborative Filtering

1. Using pseudonym W, the Alambic agent can retrieve
the ratings of the corresponding customer from the en-
crypted rating database, containing the ratings of all
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users. To prevent the merchant from knowing what prod-
ucts a user has rated, each voting record is encrypted sep-
arately.

. The Alambic agent then computes prediction votes

for the products that the customer has never rated.
Based on these predictions, the Alambic agent outputs a
list CR = {pc.1,Pc2,-- .+ of anonymous product indexes
that correspond to the predictions with highest values.
(See Section 2.1 for examples of functions that compute
correlations and predictions.)

Content-Based Filtering
1.

Again using v, the Alambic agent can obtain the list
of products that the customer has rated from the en-
crypted rating database. It consults the product similarity
database, in order to obtain the similarity of each prod-
uct that the customer has rated in the past with all the
products that the customer has never rated. It then com-
putes prediction votes for the products that the customer
has never rated. Based on these predictions, the Alambic
agent outputs a list FR = {py,1,py2...} of anonymous
product indexes that correspond to the predictions with
highest values. (See Section 2.2 for examples of func-

Table 2 Structure of the merchant’s catalogue. The anonymous prod-
uct indexes p; alone are not sufficient to identify the product. They are
related to the publicly known product indexes s; (e.g. part numbers)
by a map X known only to the merchant. Associated with these, is the
product description and other information relevant to the user in order
to make a decision (e.g. price, size, etc.).

Anonymous Index | Product Index | Description
D1 51
P2 52
Pt St

It sends S¢ (S5(P)) to the customer.

4. The merchant applies procedure INDEX to compute
Ss(pr) for each anonymous index pg,k = 1,...,t, where
t is the total number of anonymous indexes in his cata-
logue (Table 2). This process results in a table T con-
taining these values as search keys, with the associated
product indexes and descriptions. In other words, this ta-
ble T contains the same information as the initial cata-
logue but is indexed through anonymous indexes masked
by O.

tions that compute similarities and predictions.)

Hybridization and Recommendation. The Alambic agent
doubly blinds the anonymous product indexes in order to
protect the privacy of customers and the merchant’s cata-
logue.

. The customer decrypts S¢({) and obtains § =

S71(S¢(£)). He then computes the set Sg(P)
5. (S¢(S5(P) = {S5(p1)..-, S5 ().

. The customer and the merchant execute procedure

RETRIEVE to allow the customer to obtain the descrip-

1.

By mixing the three lists DR, CR and FR that have just
been produced, the Alambic agent produces a combined
list P = {p1,p2,- -, pu} of anonymous product indexes.
(Again, the specific mixing procedure is immaterial to
our discussion.)

Two random secret session keys will be needed now in
order to blind product indexes. Key 0, shared between
the Alambic agent and the merchant, serves to protect the
merchant indexation procedure from the competition—
in particular his secret map X. Key {, shared between
the Alambic agent and the customer, serves to protect the
list of anonymous product indexes that is sent to the cus-
tomer; this protection is needed because we are dealing
with hard privacy. (Key § will be used again later.) The
choice of & must be left to the merchant in order to pro-
tect him against a potentially dishonest Alambic agent,
as discussed in Section 6.3. This key can be communi-
cated directly from the merchant to the Alambic agent
but it would need to be encrypted were we using a three-
tier architecture (Section 6.4). Key { is chosen by the
Alambic agent, but it must be transmitted securely to the
customer through the merchant’s Controller Unit. There-
fore, the Alambic agent uses secret key 7 it had received
from the customer via the merchant (Steps 2 and 4 of the
initialization) to encrypt § as S¢(&) before transmission.
The Alambic agent applies a double encryption,
S¢(Ss(pi)), to each anonymous index p;,i=1,---,u in
list P. It thus obtains the list

S¢(S5(P)) :={S¢(S5(p1)),---,S¢(Ss(pu))}-

tions for products in Sg(P), but without revealing to the
merchant the corresponding anonymous indexes nor the
whole catalogue to the customer. This is an asymmetric
case of STPC (Section 4.3) between the customer and the
merchant from which the latter obtains no information.
[Note that in the case of soft privacy, it would be suffi-
cient for the customer to send the list of masked indexes
Ss(P) to the merchant, who would then compare this
list with his table 7' and obtain recommended products
for the customer. In other words, in this case, the proce-
dure RETRIEVE would simply correspond to selecting
the products in 7 that have anynomized and encrypted
indexes in Sg(P).]

Customer Feedback

1. Having associated the recommended products with their
attributes, the customer is now able to make decisions
about them. Depending on the nature of each product or
service recommended, he might decide to purchase or
use it, hence providing implicit feedback. He might also
wish to provide explicit feedback by voting or providing
numerical ratings on these products.

2. In certain cases, it could be desirable for the customer to
provide feedback (implicit or explicit) on items that were
not recommended by the Alambic agent, i.e. not in P.
These can include impromptu suggestions by the mer-
chant, e.g. items on sale, Top-10, etc. Alternatively, these
could be items queried directly, without the use of the
recommender system, by using an adequate implemen-
tation of the Blind Electronic Commerce paradigm [5],



ALAMBIC: A Privacy-Preserving Recommender System for Electronic Commerce 15

which allows the customer to query the merchant’s cat-
alogue without revealing the query. In either case, clear
descriptions of these products would have been provided
to the customer. Furthermore, in order to allow him to
provide feedback on these additional products, the as-
sociated anonymized and encrypted index Ss(p;) would
also have been provided.

3. Let P’ be the set of products on which the customer is
giving implicit or explicit feedback. For each product in
P', the customer knows the corresponding anonymized
and encrypted index S (p;)—but not the corresponding
anonymous index p;—and its description. Let v; repre-
sent the customer rating value given to this product.

4. In order to update the essence, the Alambic agent needs
to associate the rating v; with the corresponding anony-
mous product index p;. To do so, the customer will need
to provide it with the set F of pairs (Ss(p;),vi). To pro-
tect the ratings from the merchant, the customer encrypts
them with the session key { and sends the set of en-
crypted pairs S¢(F) to the Alambic agent through the
merchant’s Controller Unit.

Update

The essence update is based on the set F of pairs that the
Alambic agent receives as customer feedback. The neces-
sary modifications might involve some changes for:

— The demographic essence: the list of products associated
with the cluster C to whom the customer belongs is up-
dated by the Alambic agent. This also changes C itself
(changes in the centroid or medoid, density and radius)
and might even trigger the merging, separation or cre-
ation of new clusters. For our purpose, all that matters
is that all of these modifications can be embedded in the
code of the Alambic agent and only require as input the
feedback pairs in F.

— The collaborative essence: for each pair in F, the
Alambic agent updates or inserts the rating value ex-
pressed by the customer (if any) in the encrypted rating
database.

— The feature essence: it does not depend on customer
feedback and it is therefore not updated by the Alambic
agent. It only needs to be updated by the merchant when
his catalogue is modified, either because of a product ad-
dition/removal or a feature change.

5.3 Advantages of the ALAMBIC Design

In order to better understand the ALAMBIC design and its
advantages, let us consider some alternative solutions to the
problem of protecting privacy in recommender systems.

One possibility is to give the customer access to the
whole catalogue. However, as we have explained at the be-
ginning of Section 3, the merchant might not want to ex-
pose his entire catalogue to unchecked scrutiny by customers
or, worse, competitors masquerading as customers. In other
words, this solution might not satisfy some of the merchant’s
privacy requirements.

Another solution would involve the use of STPC
between the customer and the merchant, where the outcome
would be a product meeting the customer’s (secret) require-
ments. However, in both demographic and collaborative fil-
tering recommender systems, it is also necessary to take into
account the input (i.e. ratings) of other users of the system.
But the information corresponding to those customers also
needs to be kept private. Even if we were to employ the more
general secure multi-party computation (SMPC) to achieve
this goal, such a solution would have the major drawback
of requiring all other users to be simultaneously present in
the system in order to compute a new recommendation (or at
least enough other users to make the recommendation repre-
sentative). Furthermore, while several theoretical protocols
for SMPC have been proposed [24,36,23,9], to this date no
practical generic implementation has been constructed.

The ALAMBIC system solves this problem by introduc-
ing the Alambic agent, which replaces the other users in
an SMPC by providing instead the essence distilled from
their inputs. This aggregate essence is sufficient for comput-
ing the recommendations. Rather than implementing the rec-
ommendation and update processes with a full-fledge three-
party SMPC involving Alambic, the customer and the mer-
chant, we have sought to avoid having to implement such
complicated protocols altogether. We have achieved this by
introducing low-end and easier to implement cryptographic
primitives (anonymized indexes, secret-key and public-key
encryption). In the end, only a two-party STPC between the
customer and the merchant is required in order for the former
to obtain his recommendation. Unlike SMPC, there are al-
ready some reasonable generic STPC implementations such
as Fairplay [49]. Furthermore, in the case of the RETRIEVE
procedure, specific STPC solutions have been proposed that
could be applied, such as Symmetrically Private Informa-
tion Retrieval (SPIR) [25,46,34,18] or Blind Search (BIiS)
[5]. These specific solutions would likely have simpler and
more efficient implementations than generic STPC, and out-
perform 3-party SMPC.

Another key element of the ALAMBIC system is the fact
that the Alambic agent resides within the merchant platform.
We deliberately chose this solution over the three-tier alter-
native whereby the Alambic agent would reside within the
STILLMAKER platform. The advantages and disadvantages
of this solution are discussed in Section 6.4.

5.4 Performance Overhead of the ALAMBIC System

Let us consider the performance overhead of the ALAMBIC
system that is caused by its privacy-protection features. Let
t be the size of the product catalogue, m the number of
users that have used the system, having either purchased or
rated products (and are hence “present” in the collaborative
essence). Let us denote by n the total number of clusters
generated by clustering the demographic information (obvi-
ously n < m).
The space requirements for the ALAMBIC system are:
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— O(mt) for the cluster information database (demo-
graphic essence),

—  O(mt) for the table of product ratings (collaborative
essence) and

- O(t*) for the table of product similarity values
(content-based essence).

The actual constants will depend on the clustering model
and the granularity of rating values. Essentially, space con-
sumption depends linearly in the number of customers and
the number of products. This is the case regardless of the
privacy requirements we choose to address, including none.

Let us now turn to the time complexity of the ALAMBIC
system. We shall begin by analysing the cost of computing
each type of recommendation.

Demographic filtering. Without any privacy-preserving
features, this process would involve O(n) operations for
computing customer-to-centroid distances and finding
the nearest cluster, and O(f) to issue the recommen-
dation, since there will be at most ¢ items associated
with any given cluster. Because the whole process hap-
pens within the Alambic agent, the only overhead of pri-
vacy protection is the decryption of the encrypted profile,
which happens only once for every session. Since the de-
mographic profile is likely to be reasonably small (a few
kilobytes), this will happen within less than a second, re-
gardless of the surrogate computing technology chosen.

Collaborative filtering. Computing product correlations
(Equation 1 in Section 2.1) for each pair of users takes
O(t) operations. From these values, finding the products
with highest recommendation values (Equation 2) can be
done in O(mt) operations. Since the product ratings for
each customer are kept encrypted on the merchant plat-
form, the overhead imposed by the ALAMBIC system on
this process is the decryption of each of these ratings
using a secret-key algorithm: this represents at most m¢
secret-key decryptions.

Content filtering. Computing recommendation predictions
for all products and a given customer (Equation 4 in
Section 2.2) will require in total O(t*) operations. In
this case, there is no overhead due to privacy-protection
features since the product similarity values (Equation 3)
contain no private information about the customer and
they are stored unencrypted on the merchant’s platform.

The indexation process (INDEX) requires ¢ encryptions
with the secret key 6 by the merchant. Protecting the rec-
ommendations requires u double-encryptions (with keys &
and §) by the Alambic agent and u decryptions by the cus-
tomer (with key ), where u < is the number of recommen-
dations made. The overhead for the RETRIEVE procedure,
on the other hand, depends on the privacy requirement that
we have chosen to implement. In the soft-privacy case, all
that is required is for the merchant to perform u decryptions
(with key ) to obtain the product descriptions that have to
be sent to the customer.

The cost of the STPC procedure required in the hard-
privacy case is unfortunately much more significant than

that of all the above secret-key encryptions. For most generic
STPC protocols, the number of operations required from
the participants is proportional to the number of operations
of the abstract function being computed. In our case, it is a
row lookup on a table of ¢ entries, and hence it is expected
that the total number of operations in the STPC would be
O(t), the number of table entries, or at best O(log?) if a
sorted index is used. These bounds are somewhat deceiving
as the constants involved are probably quite large. While
the same bounds apply to specific protocols such as SPIR
or BIiS, the constants are likely to be much smaller, which
is why they would be more efficient in practice.

Nevertheless, it is possible that, for small catalogues
sizes, the ultimate bottleneck might not be the number of
operations, but rather the number of rounds of interaction
between the customer and the merchant. In fact, round com-
plexity was identified early on as one of the major draw-
backs of STPC. Surprising recent theoretical work of Katz
and Ostrovsky [43] has shown that generic STPC protocols
exist with as few as five rounds. Unfortunately, this was also
shown to be optimal. If the customer and the merchant are
separated by the Internet, this could lengthen the RETRIEVE
procedure by several seconds due to transmission delays
alone. It is also unclear what the trade-off between rounds
and total processing time would be for these newer proto-
cols.

Finally, let us consider the customer feedback and update
process. Constructing the feedback vector S¢ (F) requires at
most ¢ secret-key encryptions by the customer, and corre-
sponding secret-key decryptions by the Alambic agent. The
latter will also need to de-mask product indexes sent to the
customer, by decrypting the rating pairs in F with the secret
key &, which will require at most ¢ decryptions. To update
the demographic essence might require in some cases a read-
justment of all clusters, taking as as many as O(nt) opera-
tions, but no extra privacy-protection overhead. Updating the
collaborative essence simply involves changing the row en-
try for the current customer in the table of encrypted ratings,
and requires at most ¢ additional secret-key encryptions.

In summary, the total overhead of the ALAMBIC system,
compared to a similar hybrid recommender system with no
privacy-protection features, largely depends on the privacy
constraint being addressed. In the hard-privacy case, this
overhead is dominated by the time required to complete the
RETRIEVE procedure. The additional delay might be mea-
surable in seconds depending on Internet latency and the size
of the catalogue. If soft privacy is sufficient, however, then
the overhead is limited to the time required to perform O(mt)
secret-key decryptions (with very small constants). Given
that these cryptographic operations can be implemented in
the order of tenths of microseconds each, this overhead is
comparable to the time needed to access the corresponding
records on a standard database in a non-privacy preserving
setting.



ALAMBIC: A Privacy-Preserving Recommender System for Electronic Commerce 17

6 Privacy and Security of the ALAMBIC system

We now address the compliance of the ALAMBIC system
with respect to the privacy framework of Section 3.2. First,
we discuss how the customer’s privacy and tracking require-
ments are met. We also examine the issue from the mer-
chant’s perspective. We then explore the advantages and
disadvantages of a two-tier versus a three-tier architecture.
Finally, we vindicate the validity of the main principle un-
der which the ALAMBIC system meets these requirements:
the division of trust principle.

6.1 Protecting Customer Privacy

According to the division of trust principle, it is fine for
the demographic profile to be known by the semi-trusted
third party, which we have called the still maker, or by
his surrogate, the Alambic agent. (Please note that trust-
ing the still maker and trusting its Alambic agents is one
and the same thing in our context.) It is also acceptable for
the Alambic agent to know the customer’s purchasing and
rating history provided that the actual products purchased
and/or rated are anonymized by a mapping known only to
the merchant. However, except in the trivial no-privacy sce-
nario, none of the these customer data may be known by
the merchant. Conversely, while the merchant might be al-
lowed to see the customer’s request in the case of soft-
privacy, the Alambic agent is not. Under the more stringent
hard-privacy constraint, the merchant is not allowed to know
the request either. Finally, under the full-privacy constraint
even the browsing behaviour of the user (including the click-
stream) must be kept private from the merchant. In order to
see how these constraints can be met, let us analyse item-
by-item how the various components of the customer private
data are protected by the ALAMBIC system.

Protecting the identity. In fact, there is no real need for the
identity of the customer to be ever revealed to any of the par-
ties (the merchant or the Alambic agent). Indeed, the iden-
tity of the customer can be maintained secret, even when a
product is actually purchased. While the ALAMBIC system
does not address directly this issue, it is important to note
that several solutions have been proposed and exist for blind
search [5] and anonymous payments [20,21,2].

Anonymous delivery is relatively easily achievable for
electronic goods (e.g. music, software) that can be de-
livered over the Internet. Anonymous delivery by email
can be achieved with the pioneering solution proposed by
Chaum [19]. Alternatively, onion routing [37,14] allows
anonymization of IP network traffic. Based on this concept,
several anonymizing peer-to-peer network implementations
are now freely available (such as Tor, Freenet, Entropy, I2P,
etc.), which could be used for anonymous delivery of elec-
tronic goods through other applications (FTP, HTTP, peer-
to-peer file exchange, etc.).

Even in the case of physical goods, privacy-preserving
delivery systems have been proposed by Aimeur, Brassard,
Mani Onana [6] obviate the need for the customer to identify
himself to the merchant and protect other potentially private
information such as his physical address.

Protecting demographic profile, purchase and rating his-
tory from the merchant. There are three possible threats by
which the merchant could gain access to this data in the ab-
sence of a collusion with the Alambic agent. First, a crypt-
analytic attack in which the merchant could try to decrypt
the encoded information sent by the customer (or stored on
the merchant platform). This would require either breaking
the public-key cryptosystems or falsifying a public key cer-
tificate.

Second, an inference attack on the encrypted databases
in which the merchant could make strong inferences on the
private data of the last customer by comparing consecutive
snapshots of these databases. If these databases are exter-
nal to the Alambic agent (this depends on the choice of sur-
rogate platform), they must be indexed by the customer’s
pseudonym W in order to allow retrieval of the appropri-
ate encrypted information. Analysis of the encrypted pro-
files Exo(o) will yield no further information, beyond the
pseudonym, to the merchant unless he can break the public-
key encryption. In the case of the encrypted ratings, how-
ever, we cannot simply store the ratings with respect to the
anonymized indexes p; because the mapping between these
indexes and the actual products is known to the merchant.
This is why they are indexed by the customer’s pseudonym
v and encrypted record-by-record.

Third, an inference attack on the essence whereby gain-
ing access to consecutive “clear” snapshots of the Neapoli-
tan essence would allow the merchant to make strong infer-
ences on the demographic profile, as well as on the purchas-
ing and/or rating behaviour, of the last customer. However,
since the essence update phase concerns only the Alambic
agent, which does not reveal the outcome of that computa-
tion, such an analysis is not possible. Thus, in order for the
merchant to perform such analysis, he would have to gain
access to the essence, something that is against the assumed
inviolability property of the surrogate platform on which the
Alambic agent is running.

Protecting purchase and rating history from the still maker.
On this issue, security is partly obtained from the fact that
the Alambic agent resides in the merchant’s platform. This
is in itself an advantage of this architecture with respect to
the three-tier alternative. True to the division of trust princi-
ple, the merchant would prevent the Alambic agent to send
such information to the still maker. However, this is not nec-
essary to guarantee privacy of the customer’s data from the
still maker. In particular, this goal can also be achieved in
a three-tier architecture in which the Alambic agent resides
outside the merchant’s platform, a possibility that we discuss
in further detail in Section 6.4.
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What really prevents the still maker from gaining mean-
ingful information on what the user actually buys or prefers
is the anonymizing map X, which associates anonymous
indexes p; to the actual product indexes s; (which could, for
example, be publicly known part numbers). Without knowl-
edge of this map, neither the Alambic agent nor the still
maker (even if he had managed to get a hand on the infor-
mation accumulated within the Alambic agent) would be
able to make any meaningful inference about what the cus-
tomer has or is buying or on which he is emitting feedback.
They could, however, obtain information about how often
the customer has purchased or sent feedback (its “quantita-
tive” behaviour), but they would not know on what actual
products (the “qualitative” part of the behaviour). Under the
weak-tracking constraint, this is acceptable. We discuss in
Section 6.2 the issue of avoiding this problem under the no-
tracking constraint.

Protecting the customer’s request. We have discussed in
Section 2 the notion of hard privacy: in addition to protecting
his identity, demographic profile and past behaviour (pur-
chases, ratings and browsing history), the user also wants to
protect the nature of his request from the merchant, i.e. what
he is actually looking for.

This might appear to be nonsense, one might argue,
because at the end of the day doesn’t the merchant need
to know what the customer decides to purchase in order to
complete the transaction (payment, delivery, etc.)? However,
knowledge of the selected product does not imply knowl-
edge of what the customer initially wanted, i.e. the origi-
nal request. For example, suppose that we associate the cus-
tomer’s request with a subset of the products that will satisfy
his desires. If the customer purchases a single one of these
items, even revealing what he is buying will provide less
information to the merchant than the request itself. In the
ALAMBIC system, the RETRIEVE procedure is asymmetric
as it allows the customer to retain full control on which of the
recommendations made by the Alambic agent he will reveal
to the merchant, e.g. only those he intends to purchase.

What about preventing the merchant from knowing what
item is being purchased? While this is not one of the objec-
tives of hard privacy as we have defined it, one can imagine
scenarios in which this might be possible. The main diffi-
culties are payment and delivery of the product. As we have
seen, there are anonymous solutions for both these problems.
Moreover, there are scenarios according to which it might
not be necessary to have payment for the goods (e.g. flat fee
or free services).

Furthermore, one must consider the situation in which
the customer is providing feedback on products he has not
purchased. This information nourishes the recommender
systems and is the raw material from which essences are dis-
tilled in the ALAMBIC system. Since there is no payment nor
delivery, there would be no need for the merchant to know
what the nature of the feedback was, nor about what items it
was given, or even what the request was that brought these
particular items to be rated. Note that the ALAMBIC system

as described allows for this kind of blind feedback while pro-
tecting the privacy of the customer. However, hard privacy
comes at a heavy performance price, as we have discussed
in Section 5.4.

Protecting browsing behaviour. The most significant com-
ponent of the browsing behaviour, and at the same time prob-
ably the most privacy-sensitive, is the clickstream. In princi-
ple, and under the assumption that the customer’s platform
is well protected, it is not possible for the merchant to ac-
cess the portion of the clickstream referring to other web-
sites. On the other hand, it is slightly harder but definitively
achievable to prevent the merchant from gaining information
on the clickstream of the same customer on previous ses-
sions at the merchant’s website. The “history” data kept by
browsers is not typically accessible to Web servers, except
through server-accessible and site-specific information such
as cookies. By adequately adjusting the privacy settings of
modern Web browsers, this issue can be avoided altogether.

It is more insidious to protect oneself against the mer-
chant’s Web server keeping track of previous URL requests
within the same session. In a typical Web browsing session,
the client will keep the same IP address throughout, and
hence one request can be linked with another made in that
session. The use of anonymizing peer-to-peer networks can
also address this problem. In addition to masking his own
IP address, a customer could use such tools to make subse-
quent requests appear to come from different originating IP
addresses. For high-volume websites, this could potentially
prevent the merchant from associating different requests to
the same customer; not so in low-volume websites, where
simple timing and traffic analysis techniques can be used
to “sessionize” URL requests that are close together. An-
other problem is the fact many servers will issue and send to
the client some kind of session-persistent identification to-
ken (either as a local cookie or as URL-based session iden-
tifier). However, such mechanisms could easily be thwarted
with client-side privacy-protection measures.

In any case, protecting the privacy of browsing behaviour
information in itself is not the topic of this paper. For us,
what is important is whether the clickstream or other char-
acteristics of browsing behaviour are being used by the
recommender system. While the types of recommender sys-
tems that the ALAMBIC system can support, described in
Section 5.2, do not make use of the clickstream, it is con-
ceivable (as in the three-part example in Sections 2 and 3)
that a collaborative-filtering process could take place using
not only purchasing and rating histories, but also browsing
behaviour. The ALAMBIC system as described could not
support such an approach for the simple reason that there
does not seem to be, using current Web technology, a simple
prac